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About this document

Overview and Purpose

This document provides a description of how to configure an IPSec tunnel on
the GlobeSurfer® lII.

Confidentiality

All data and information contained or disclosed by this document is
confidential and proprietary of Option NV, and all rights therein are expressly
reserved. By accepting this document, the recipient agrees that this
information is held in confidence and in trust and will not be used, copied,
reproduced in whole or in part, nor its contents revealed in any manner to
others without prior and written permission of Option NV.
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1 INTRODUCTION

Internet Protocol Security (IPSec) is a series of guidelines for the protection of
Internet Protocol (IP) communications. It specifies procedures for securing
private information transmitted over public networks.

The activation and configuration of this functionality on the GlobeSurfer® IlI
(GS3) is covered on this manual.
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2 HOW TO SETUP AN IPSEC TUNNEL

For the next explanation we are going to use the network diagram showed on
Figure 1.

192.168.1.0/24 81.169.110.3 81.169.87.92 192.168.0.0/24

192.168.1. 1
‘.] ‘92 168.0.1
192.168.1.2
GlobeSurfer lll - A

GlobeSurfer Ill - B

192.168.0.2

Figure 1: Network Diagram

As shown in Figure 1, two GS3 are going to be used for the tunnel setup. The
configuration for the GS3s only differs on the parameters to use in each case,
but not in the steps to follow.

To configure the tunnel, the user has to follow a few simple steps:

Step 1: Go to Advance mode > System > Network Connections. (See Figure

2)
=
LR GlobeSurfer
Weleoms admin | Go a2 | g site Map | (D) Revoot| W Logout || EM English
[ ) Home iy H w ::';f"“;‘m“l hg‘“\:'m H 2 Services ’g ) system !“m Shorteuts 6 Telephane || ‘
vvvvvv ow _ Seftings  Users  [ARIM Monitor  Routing  Managemert Objects and Rules
mlem
ﬂ Network Connections
- Hame — Status 'Atj"\ion
% LAN Ethernst Connected A ¥
LAN Wireless 802 119 Access Point Connected k. k
= Status working N
v
' Quick Setup Status '
Figure 2: Network Connections
Once on the Network Connections view, press the “New Connection” link.
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Step 2. Select the Advance Connection option and press “Next”. (See Figure
3)

Welcome admin | Goto Basic Mode

P -

[ ’ e Quick . Internet " Local

! ﬂ) Setup i Connection Hetwork
l Ovearview Settings Users onitor Fouting tanzge ment Mairtenance Objects and Rules
System

Connection Wizard

Choose the type of netwaork connection vou want to create, based on vour network
configuration and your netwarking needs.

(") Connect to a ¥irtual Private Network over the Internet
Connect SlobeSurfer to a business network using a Virtual Private Network
(VPN so vou can work from home, workplace or another location,

{#} Advanced Connection
Manually configure a new connection,

| 3 Next l @ canca I

Figure 3: Advance Connection selection

Step 3: From the list, select “Internet Protocol Security (IPSec)” and press
“Next”. (See Figure 4)

System
=]

Advanced Connection

Choose your connection type:

© Point-to-Point Protocol over Ethernet (PPPoE)
Connect to the [nternet using a PPP tunnel over the Ethernet protocal,

© Network Bridging
Connect separate nstwork interfaces to form one seamisss LAN.

O YLAN Interface
Connect to an external virtual network,

©) Point-to-Point Tunneling Protocol (PPTP)
Connect to the Internet using a FRTP connection.

© Point-to-Point Tunneling Protocol Virtual Private Network (PPTP
¥PN)
Enable secure transfer of data to anather location over the Internet, using
user name/password authentication,

© Point-to-Point Tunneling Protocol Server (PPTP Server)
Enable Virtual Private Network (WPN) connections ta your haome network
from other locations.

(O Laver 2 Tunneling Protocel (L2TP)
Connect to the [nternet using an L2TP connection,

© Layer 2 Tunneling Protocol over Internet Protocol Security (L2TP
IPSec ¥PN)
Enable secure transfer of data to snother locstion aver the Internet, using
private and public keys for encryption and digital certificates and user
name/password for authentication,

© Layer 2 Tunneling Protocol Server (L2TP Server)
Enable Virtual Private Network (WPN) connections to your home network
i

%) Internet Protocol Security (IPSec)
Enable secure transfer of data to another location over the Internet, using
private and public keys for encryption and digital certificates or shared

ceifor suthentication

© Internet Protocol Security Server (IPSec Server)
Enable secure connections ta GlobeSurfer from other logations, using
private and public kevs for encryption and digital certificates or shared

Figure 4. Advance Connection list
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Step 4: It is time to configure the connection for the router. Each router has
different configuration parameters that depend on the network
configuration. (See Figure 1).

Configuration for router GS3-A

Step 4.1: Configure the Parameters for GS3-A and then press “Next”. (See
Figure 5)

Configure your IPSec connection properties:

Host Mame or IP address of Destination g1 159,57 92 [ GS3-B’s Public IP address ]
Gateway:
Rernote IF; IP Subnet w
Rernote Subnet IP Address: 192 J1ES 0 o [ GS3-B’s Internal Subnet ]
Rermote Subnet Mask: 255 |l2s5 /25 |lo ]

Shared Secret: 1234

(Secret Key to communicate
Lboth devices

(€om )3 )[Oner )

Figure 5: Parameter configuration for GS3-A

Step 4.2: Check the “Edit Newly Created Connection” checkbox and the
press “Finish”. (See Figure 6)

You have successfully completed the steps needed to create the following connection:

® [FSec connection with §1.169.67.92

| [Jedit the Mewly Created Connection |

Press Finish to create the connection.

[ — ][ & s ][ O canos ]

Figure 6: Connection confirmation for GS3-A
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Step 4.3: VPN IPSec properties: the settings of the connection can be
changed here (The different configuration parameters are not covered on this
manual). Press “Apply” and “OK”. Notice that the new connection is waiting to
be connected to the other router. (See Figure 7)

VPN IPSec Properties
J[ieueml | Settings | Routing IPEEGI

Mamne: WPN IPSec

Device Mame: ips0

Status: waiting for Connection

Network: AN

Connection Type: VPN IPSec

IP Address: 51.169.110.3

Subnet Mask: 255.255.255.0

Remote Tunnel Endpoint address: 81.169.87.92

Local Subnet: 192.1658.1.0/255.255.255.0

Rernote Subnet: 192.165.0.0/255.255.255.0
[ @ ok ]l @ seply ll Q) cancel l

Figure 7: VPN IPSec Properties for GS3-A

Confiquration for router GS3-B

To configure the router GS3-B, repeat the three previous steps. Compare
your configuration with the configuration shown on Figures 8, 9 and 10.

Zonfigure your IPSec connection properties:
)
Host Mame or IP Address of Destination {21 1691103 [ GS3-A’s Public IP address ]
Gateway:
Remote IP: IP Subnet v | |
Remuote Subnet IP Address: 192 es |1 o [ GS3-A’s Internal Subnet ]
Remote Subnet Mask;: 255 .| 255 .| 255 .0 | |
shared Seeret: 1234) (Secret Key to communicate
Lboth devices
l %= Back Il 7 Mext Il O Cancel I
Figure 8: Parameter configuration for GS3-B
Author: F. Arboleda Version: v002ext
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You have successfully completed the steps needed to create the following connection:

® JP=ec connection with 81,169,110.3

[ [] Edit the Mewly Created Connection ’

Press Finish to create the connection.

(€t | @ |[ @concn |

Figure 9: Connection confirmation for GS3-B

..» VPN IPSec Properties
JGeueral Settings | Routing | IPSeo

Marne: VPN IPSsC

Device Mame: ips0

Status: Waiting for Connection
Network: WAN

Connection Type: WPN IPSEC

IF Address: 81.169.87 .92

Subnet Mask: 255.255.255.0

Rernote Tunnel Endpoint Address: 81.169.110.3

Local Subnet: 192.168.0.0/255,255.255.0
Remote Subnet: 192.168.1.0/255,255.255.0

[ @ ok ][ @ Apply ][ O cancel ]
Figure 10: VPN IPSec Properties for GS3-B
Step 5: Check the connection status in both routers (See Figure 11 and 12)

_;-> Network Connections

Hame
L' Lan Bridge Connected
% LAN Ethernet Connected
LAaM Wireless 802,119 Access Point Connected
ran Cellylar Status working
| & wpnirsec Connected |

New Connection

Figure 11: Connection Status on router GS3-A

I;_g\, Network Connections

Hame
L' Lan Bridge Connected
% Lan Ethernet Connected
LaM wireless 02,119 Access Point Connected
WA Cellular Status working

I VPN IPSec Connected |
ew Lonnecton

Figure 12: Connection Status on router GS3-B
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Step 6: It is necessary now to do a connectivity check to see if there is
communication between the two networks. Be sure that the firewalls
on the servers and computers under test are correctly set to receive
ICMP echo requests. (See Figures 13 and 14)

C:“Documents and Settings“Administratoripconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:
Media State . . . . . . . . . . . & Media disconnected

Ethernet adapter Wireless Network Connection:

Connection—specific DNS Suffix : home

IP Address. . . . . . . - - . - 192.168.1.2
Subnet Mask . . . . . . . . . - 255255 _255.A
Default Gateway . . . . . . .

t192.168.1.1
Ethernet adapter Local Area Connection 2:

Media State . . . . . . . . . . . ¢ Media disconnected
C:~Documentz and Settingsz“Administrator>ping 192_168.0.1
Pinging 192.168.8.1 with 32 bytes of data:

Reply from 192.168.8.1: bytes=32 time=214ms TIL=63
192 _.168.A.1: bytes=32 time=186m= TTL=563
192 _.168.A.1: hytes=32 time=186m= TTL=63
Reply from 192.168.8.1: bytes=32 time=186ms TIL=063

Ping statistics for 192.168._8_.1:

Packets: Sent = 4, Received = 4, Lost = B {(Bx loss).
Approximate round trip times in milli-seconds:

Hinimum = 186ms,. Maximum = 2i4ms,. Average = 193ms

C:~Documents and Settings“Administrator>ping 192_168_.6.2
Pinging 192.168.08.2 with 32 bytes of data:

Reply from 192_.168_8_2: bytes=32 time=174msz TIL=126
1922.168.8.2: hytes=32 time=2@85ms TTL=126
1922.168.8.2: hytes=32 time=174ms TIL=126

Reply from 192.168.8.2: bytes=32 time=23Yms TTL=126

Ping statistics for 192.168_8_.2:

Packets: Sent = 4, Received = 4, Lost = 8 {(Bx loss).
Approximate round trip times in milli-seconds:

Hinimum = 174ms, Maximum = 237ms, Average = 197ms

C=“Documents and Settingszs“Administrator>

Figure 13: Ping to Internal interface of GS3-B and  to the internal server
on network 192.168.0.0/24 from internal computer on network
192.168.1.0/24
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C:“Documents and Settings“Administrator>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNE Suffix . home

IP Address. . . . . . - . 192.168.0.2

Subnet Mask . . . . B B 255.255.255.08

Default Gateway . . . . 192_168.8.1
Ethernet adapter Wireless Network Connection:

Media State . . . . . . . . . . . & Media disconnected
C:“Documents and Settings“Administrator>ping 172.168.1.1
Pinging 192.168.1.1 with 32 bytes of data:

Reply from 192_168_1_1: hytes=32 time=16%ms TTL=63
Reply from 172.168.1.1: bytes=32 time=185ms TTL=63

Reply from 192.168.1.1: bytes=32 time=1%5ms TTL=63
Reply from 192_.168.1.1: bytes=32 time=1%5ms TTL=63

Ping statistics for 192.168.1.1:

Packets: Sent = 4. Received = 4, Lost = @ (8% loss>,
Approximate round trip times in milli-—seconds:

Minimum = 16%m=s, Maximum = 1?%ms,. Average = 18B6ms

C:“Documents and Settings“Administrator>ping 172.168.1.2
Pinging 192.168.1.2 with 32 bytes of data:

192 _168.1.2: hytes=32 time=227ms TTL=126
1922.168.1. bytes=32 time=582Zms TTL=126
192 _168.1.2: bytes=32 time=197ms TTL=126
Reply from 192_168_1_2: bytes=32 time=197m= ITL=126

Ping statistics for 192.168.1.2:

Packets: Sent = 4. Received = 4, Lost = @ (8% loss>,
Approximate round trip times in milli-—seconds:

Minimum = 197m=, Maximum = 582ms,. Average = 288ms

C:“Documents and Settings“Administrator>

Figure 14: Ping to Internal interface of GS3-Aand  to the internal
computer on network 192.168.1.0/24 from internal se  rver on
network 192.168.0.0/24
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